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1 Synthesis 
Within the framework of the InOut project, carried out by the metropolitan district of Rennes to 

invent and test digital mobility solutions of the future, cybersecurity has been defined as top priority. 

The cyber excellence Centre and the InOut team, following a call for expression of interest (CEI) is 

publishing a catalogue of services and a list of cyber providers (the CyberLab catalogue) to help 

companies and consortia developing smart city and digital mobility solutions to integrate 

cybersecurity natively in their projects. 

2 Cybersecurity and smart cities 

2.1 A major challenge 

The American magazine "The hackers news" - top 7 "Smart Cities" recently published the top 7 

'Smart Cities' most vulnerable to cyberattack: Santander (Spain); New York (USA), Aguas De Sao 

Pedro (Brazil), Songdo (South Korea), Tokyo (Japan), Hong Kong and Arlington (USA).  

Cybersecurity is one of the greatest challenges facing cities and metropolitan districts which wish to 

become 'smart'. There are several reasons for this. 

The first lies in the actual definition of a 'smart city', for in a smart city, everything is, or will be, 

'smart': transport, energy, infrastructure, education, public services, mobility, health, security, 

housi g, uildi gs … et . There are as a  se tors as ser i es, hi h i reases, as if e eeded it, 
the number of vulnerabilities. In addition, all these services will be interconnected, and will pool 

certain digital or IT resources, making a 'domino' effect more than probable in the event of 

cyberattack. 

Next, digital technology, internet, radio networks, high speed networks, the IoT, 'big data', the 

' loud', artifi ial i tellige e AI  … et  are te h ologies hi h ill e assively used in our smart 

cities of tomorrow. These technologies will enable the birth of new services and innovations for cities 

hi h are safer, ore e ologi al, ore el o i g … ut also more vulnerable to cyberattacks. 

Finally, local communities, cities and metropolitan districts are facing a particular type of cyber 

delinquency. The Anglo-Saxons call it 'APT' (Advanced Persistent Threat): groups of 'hacktivists' who 

are motivated not only by financial gain, but also by 'political' actions which are given a lot of media 

coverage. 

The consequences of cyberattack on a smart city can be extremely serious. Many examples and news 

items are there to remind us of the gravity of the subject: 

In October 2017, the Kiev metro and Odessa airport were cyber attacked, which had a serious impact 

on public transport services. 

Since the 17th October 2017, a 'Botnet' called Reaper IoT is said to have infected about 10,000 

connected objects (surveillance cameras, sensors, internet boxes...) per day around the world. This 

follows the previous Botnet called Mirai, which was rampant in September 2016, and which 

interrupted the USA's internet service (DNS) and affected certain Cloud service hosts all across the 

world. 

https://www.inout2018.com/
http://thehackernews.com/2015/07/smart-city-cyber-attack.html
http://fortune.com/2017/10/24/ukraine-odessa-kiev-airport-metro-cyber-attacks/
https://sensorstechforum.com/reaper-botnet-malware-protect-iot-devices/
https://www.objetconnecte.com/botnet-mirai-chercheurs/
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In May 2017, 61 National Health Service (NHS) hospitals in the United Kingdom were victims of the 

Wannacry ransomware, paralysing the health system on a national scale.  

In April 2017, the city of Dallas in the USA suffered a cyber attack which set off the town's warning 

siren system, creating panic and saturating the 911 emergency number. 

In November 2016, the public transport system of the town of San Francisco was pirated by 

'ransomware', which deactivated ticket control on the trams. 

In September 2016, a group of researchers took remote control of a Tesla, following previous 

i ide ts o  other ars Fiat Chr sler, To ota Prius, Ford… , thus de o strati g the ul era ilit  of 
connected cars.  

Each time, the observation is the same: cities suffering attacks have implemented solutions which 

have not been tested properly for cyber security, or whose mechanisms for defence from or 

resilience to cyberattacks have not been sufficiently integrated. 

2.2  (Potential) vulnerabilities of smart cities 

 By definition, a 'smart city' has many potential vulnerabilities, as they are the result of the 

aggregation of vulnerabilities from different domains of activity. The diagram below summaries these 

vulnerabilities. 

 

(Potential) vulnerabilities of smart cities 

In the area of transport, for example, connected cars, vehicle to vehicle (V2V) or vehicle to 

infrastructure (V2I) communication, and tomorrow, driverless cars, buses or trucks are, or will be, a 

prime target for cyber attacks. Internet platforms and applications which handle multimodality, 

transport timetable planning, car-sharing contacts or taxi bookings must also be cyber-protected, and 

even more so if platforms are shared by transport professionals to exchange data or financial 

transactions. All business applications for managing traffic and smoothing traffic flow in cities – 

SCADA (Supervisory Control and Data Acquisition), ATMS (Advanced Traffic Management System), 

ITS (Intelligent Transport System) and road or railway signaling (CBTC – Communication Based Train 

Control – used for undergrounds and tram systems) applications – are extremely critical applications 

http://www.bbc.com/news/uk-39916778
http://www.bbc.com/news/uk-39916778
https://www.pandasecurity.com/mediacenter/news/dallas-cyberattack-smart-cities/
https://www.pandasecurity.com/mediacenter/news/dallas-cyberattack-smart-cities/
https://www.theguardian.com/technology/2016/sep/20/tesla-model-s-chinese-hack-remote-control-brakes
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which it is imperative to protect. Similarly, dematerialised transport tickets, motorway toll machines, 

automatic number plate recognition (ANPR) systems, video cameras, speed cameras and other 

sensors are all points of vulnerability or access to information systems. 

As regards energy, another vital sector for a city, the proliferation of Distributed Energy Resources 

(DER), micro-grids, energy transmission and distribution networks (transformer stations, source 

substations), Energy Management System (EMS), Distribution Management System and Supervisory 

Control and Data Acquisition (SCADA) applications must all be resilient to cyber-attack. In addition, 

charging stations, Intelligent Electronic Devices (IED), Remote Terminal Units (RTU), Internet of 

Things (IoT), and other sensors are all possible cyber intrusion points. 

Smart buildings and connected homes contain many potential vulnerabilities. They are in fact 

connected to the internet using gateways which allow BMS (Building Management System) or BAS 

(Building Automation System) applications to control remotely load shedding (consumption cut-off), 

heating, air conditioning (HVAC – Heating, Ventilation Air Conditioning), lighting, sensors, alarms, 

lifts, autonomous energy production, energy storage... etc. Internet platforms for reserving shared 

office space or home rentals are also vulnerable. 

The smart cities of tomorrow will use high-speed IP or radio communication networks hotspot (WiFi, 

3G, 4G, 5G, NB-IoT, Lora, “igfo …  assi el . As ell as i for atio  a d data, these et orks 
transport cyber-attacks, and are also their targets. They must therefore be protected. Street 

furniture is more and more connected to these communication networks and to the internet and can 

constitute a vulnerable access point. Finally, the 'Smart Cities' of tomorrow will increasingly pool 

digital resources such as 'big data' platforms, databases and connected objects (IoT) to facilitate the 

sharing of multi-service data and the creation of new services. This pooling will make these resources 

even more critical. 

Operational control and monitoring centres, as well as private, public or partly-public computing or 

cloud centres are the smart city's nerve centres, and it is imperative that they are hermetically sealed 

from cyber and physical attacks. 

Public services are, of course, increasingly digitised and connected to the internet, and consequently 

accessible to cyber attackers. They possess a great number of databases – often confidential data –  

which must be protected. 

Civil or military security services are increasingly the target of cyber activists. Any acts of damage, 

piracy or sabotage on emergency communication systems, warning systems, video protection 

software (VMS – Video Management System), cameras, sirens and IoT would have harmful 

consequences for public security. 

Finally, health and education sectors are using more and more digital technologies, both 

collaboration services and remote information sharing. The healthcare domain in particular has a 

great amount of personal and confidential information which can arouse the greed of hackers. 

2.3 (Real) threats to smart cities 

Whilst vulnerabilities are considered to be a possibility, threats are real and numerous. 
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The diagram below gives a non-exhaustive list of attacks inflicted almost daily on cities and 

metropolitan districts. 

 

(Real) threats on smart cities 

Most of the time, cyber-attacks use a combination of these attack techniques to maximize the 

success rate. 

It should also be noted that we are now seeing cyber-attacks on infrastructure, servers or 

applications, combined and synchronised with physical sabotage on sites and infrastructure. 

2.4  (Possible) risks for smart cities 

 All these previously seen threats entail important risks for those involved in the sector. They can 

cause serious damage to a town's infrastructure, and, in turn, can potentially put lives in danger. 

They can also do serious moral or financial harm to organisations, operators and companies if 

information is stolen, compromised or destroyed. The diagram below summarises all the risks 

involved. 
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(Possible) risks for smart cities 

The protection, defense and resilience of smart cities in the face of cyber-attacks have therefore 

become a major challenge for the sector. 

3 CyberLab : a catalogue of services 
The Pôle d’E ellen e C er, Rennes Metropolitan District and its InOut 2018 teams, and the Pôle 

Images&Réseaux offer a catalogue of cybersecurity services and providers to help companies which 

are developing 'Smart City and digital Mobility' products and applications take into account and 

integrate cyber aspects natively in their projects. 

This catalogue of services is made up of 5 service families: training, consultancy, audit, certification 

and testing: 

 

 

https://www.inout2018.com/
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Training Consultancy Auditing Certification Testing 

 Raising awareness 

of energy grid 

threats  

 Risk analysis   Preliminary audit   Self-certification  Preliminary security 

tests  

 Managing 

cybersecurity in 

projects 

 Cybersecurity 

policy 

 Security audit and 

tests  

 CSPN pre-audit   Functional tests 

 Crisis and service 

continuity 

management  

 Cyber working 

group  

 Source code audit  Level 1 evaluation/ 

certification (CSPN) 
 Interoperability 

tests  

 Security solution 

engineering  

 Crisis management  Configuration audit   Evaluation/Certification 

(CC – EAL 1 to 7) 

  

 Security of mobile 

applications and 

connected objects 

 Test plan  Architecture audit     

 Secure programming 

for developers  

 Security architecture  Organizational and 

physical audit 

   

      

The services are provided by companies and academics who are referenced in this catalogue. The 

referencing was carried out using a call for expression of interest process, which ended in 2017. 

Training services are mainly for project managers, developers and architects, as well as operators 

(local communities) and users of the solutions or services coming from these projects.  

Consultancy services are for projects and companies or organizations which use solutions or services. 

Audit services are offered by providers approved by the ANSSI (the French national information 

system security agency): PASSI (information system security audit provider). These services are for 

projects, and relate to solutions, products, applications and services developed in these projects. The 

organization and physical security aspects can also be relevant to operators. 

Similarly, certification of project teams, projects, solutions, applications and products is carried out 

by ANSSI authorized or certified providers (ITSEF – Information Technology Security Evaluation 

Facility; CSPN – French level 1 security certification; ISO 15408-CC – Common Criteria). 

Finally, functional or interoperability tests are for solutions, products and applications. 
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4 CyberLab catalogue – service providers  
A all for e pressio  of i terest as issued  the Pôle d’E elle e C er at the e d of 7 i  order 
to reference service providers. 

4.1 Cyber service providers and their contact details 

 The following table lists the service providers who responded to the call for expression of interest. 

The list of services in the 'CyberLab' catalogue is not exhaustive and can evolve according to project 

needs. 

Company Contact Email Tel Address Web 
ACCEIS Yves 

Duchesne 

yves@acceis.fr 0616462636 16, Rue du Bourbonnais, 35000 

Rennes 

www.acceis.fr 

AIRBUS 

CYBERSECURITY 

FREDERIC 

DUBOIS 

contact.cybersecurity@airbus.

com 

 

0673121621 ZAC de la Courrouze – Secteur 

des Dominos, Bât EOLIOS  

3 Rue Louis Braille 35136 Saint 

Jacques de la Lande 

https://airbus-cyber-

security.com/fr/ 

 

AKERVA Hervé 

Hameau 

Herve.hameau@akerva.com 0617985688 22/24 Rue Maréchal Joffre 

35000 Rennes 

https://akerva.com 

AMOSSYS Vattana 

VONG 

vattana.vong@amossys.fr 0698766379  4 bis allée du Bâtiment 35000 

Rennes 

https://www.amossys.fr 

ARMATURE 

TECHNOLOGIES 

Jacques de la 

Rivière 

jacques.delariviere@armat

uretech.com 

0684133477 42 rue Washington 75008 Paris http://www.armaturetec

h.com/ 

ATEXIO Christophe 

Barrand 

commercial@atexio.fr 0652077507 14 rue du Port 92000 Nanterre https://atexio.fr/ 

ATOS Georges 

BENICOURT  

dl-fr-smile@atos.net 0622033106  12F rue du Patis Tatelin  

35700 Rennes 

https://atos.net/fr/ 

AVIXA Pierre-Yves 

Bouf 

pybouf@avixa.fr 

 
0679673191 2, allée du Pigeon Blanc 35830 

Betton 

http://www.avixa.fr/ 

 

BERTIN Antoine 

PERNIAS 

antoine.pernias@bertin.fr 

 
0649163118 10 bis ave Ampère Parc 

activités du Pas du Lac Ville 

78180 Montigny le Bretonneux 

www.bertin-it.com 

 

 

BLOO CONSEIL Aurélien 

MAGNIEZ 

aurelien.magniez@bloo-

conseil.fr 
0678070321 9 rue Pierre-Marie Pautonnier 

35520 La Chapelle des 

Fougeretz 

http://www.bloo-

conseil.fr 

CGI Florian 

Coroller 

florian.coroller@cgi.com 

 
0681203970 Immeuble Energies 

3 avenue de Belle Fontaine 

35510 CESSON-SEVIGNE 

www.cgi.fr 

 

CoESSI DAUSSIN 

Hervé 

herve.daussin@coessi.fr 0147840231 18 –  rue d’Arras Bâti e t 
D2, 92000 Nanterre 

www.coessi.com 

 

CONSCIO Michel 

Gérard 

michel.gerard@conscio-

technologies.com 
0607049257 12 rue Vivienne 75002 Paris www.conscio-

technologies.com 

DELOITTE Michael 

Bittan 

mbittan@deloitte.fr 0140 881666 185 Avenue Charles de Gaulle 

92200 Neuilly 

https://www2.deloitte.co

m/fr/fr.html 

DIGITAL 

SECURITY 

Frédéric 

PRIEM 

Frederic.priem@digitalsecurity

.fr 
0699280660 50 avenue Daumesnil  

75012 PARIS 

www.digitalsecurity.fr 

FORMIND Mathieu 

Meynier 

Mathieu.meynier@formind.fr 0613034053 15 rue du Chêne Germain, 

35510 Cesson-Sévigné 

http://www.formind.fr/ 

INRIA Cecile 

MARTIN 

cecile.martin@inria.fr 0299847112 Campus de Beaulieu – Ave du 

Général Leclerc, 35042 Rennes 

https://www.inria.fr/rech

erches/structures-de-

recherche 

KEREVAL Yacine 

TAMOUDI 

yacine.tamoudi@kereval.com 0223203664 4, rue Hélène Boucher 35235 

Thorigné Fouillard 

www.kereval.com 

 

LORCYBER Pierre LORCY pierre.lorcy@lorcyber.eu 0756865668 Le Prisme – Place Albert 

Einstein – PIBS CP98 - CS 

72001, 56038 VANNES cedex 

www.lorcyber.eu 

OPPIDA Eric Dehais Eric.dehais@oppida.fr 0130141901 Bâtiment B, 6 avenue du Vieil 

Etang, 78180 Montigny-Le-

Bretonneux 

www.oppida.fr 

 

ORANGE 

CYBERDEFENSE 

Nicolas 

Pondemer 

nicolas.pondemer@orange.co

m 
0632225705 54 Place de l'Ellipse 

92983 Paris La Défense 

Rue de la Touche Lambert 

35512 Cesson Sévigné 

https://cyberdefense.ora

nge.com 

PRADEO Mathilde mathilde.jaouen@pradeo.com 0781027819 71 Place Vauban 34000 www.pradeo.com 

mailto:yves@acceis.fr
http://www.acceis.fr/
mailto:contact.cybersecurity@airbus.com
mailto:contact.cybersecurity@airbus.com
https://airbus-cyber-security.com/fr/
https://airbus-cyber-security.com/fr/
mailto:Herve.hameau@akerva.com
https://akerva.com/
mailto:vattana.vong@amossys.fr
https://www.amossys.fr/
mailto:jacques.delariviere@armaturetech.com
mailto:jacques.delariviere@armaturetech.com
http://www.armaturetech.com/
http://www.armaturetech.com/
mailto:commercial@atexio.fr
mailto:dl-fr-smile@atos.net
https://atos.net/fr/
mailto:pybouf@avixa.fr
http://www.avixa.fr/
mailto:antoine.pernias@bertin.fr
http://www.bertin-it.com/
mailto:aurelien.magniez@bloo-conseil.fr
mailto:aurelien.magniez@bloo-conseil.fr
http://www.bloo-conseil.fr/
http://www.bloo-conseil.fr/
mailto:florian.coroller@cgi.com
http://www.cgi.fr/
mailto:herve.daussin@coessi.fr
http://www.coessi.com/
mailto:michel.gerard@conscio-technologies.com
mailto:michel.gerard@conscio-technologies.com
http://www.conscio-technologies.com/
http://www.conscio-technologies.com/
mailto:mbittan@deloitte.fr
https://www2.deloitte.com/fr/fr.html
https://www2.deloitte.com/fr/fr.html
mailto:Frederic.priem@digitalsecurity.fr
mailto:Frederic.priem@digitalsecurity.fr
http://www.digitalsecurity.fr/
mailto:Mathieu.meynier@formind.fr
http://www.formind.fr/
mailto:cecile.martin@inria.fr
https://www.inria.fr/recherches/structures-de-recherche
https://www.inria.fr/recherches/structures-de-recherche
https://www.inria.fr/recherches/structures-de-recherche
mailto:yacine.tamoudi@kereval.com
http://www.kereval.com/
mailto:pierre.lorcy@lorcyber.eu
http://www.lorcyber.eu/
mailto:Eric.dehais@oppida.fr
http://www.oppida.fr/
mailto:nicolas.pondemer@orange.com
mailto:nicolas.pondemer@orange.com
https://cyberdefense.orange.com/
https://cyberdefense.orange.com/
mailto:mathilde.jaouen@pradeo.com
http://www.pradeo.com/
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Jaouen Montpellier  

PROVADYS Nicolas 

Guilloux 

Nicolas.guilloux@provadys.co

m 
0255590110 4 rue Edith Piaf Asturia C - 

44800 Saint Herblain 

https://www.provadys.co

m/ 

SEC-IT Pascal 

MONTEL 

pascal.montel@sec-it-

solutions.fr 
0640941833 3 rue de Robien, 35000 

RENNES 

www.sec-it-solutions.fr 

SECTOR Samir KAMAL 

Emmanuel 

DEVEZE 

 

consultation@sector-

group.net 
0169592727 

 

12 avenue du Québec B.P. 636 

Villebon sur Yvette 91965 

Courtaboeuf 

www.sector-group.net 

 

SECURE-IC Claude 

Giraud 

claude.giraud@secure-ic.com 0299121872 

 

15 rue Claude Chappe, Bât. B, 

ZAC des Champs Blancs, 35510 

Cesson Sévigné 

www.secure-ic.com  

SERMA Sébastien 

FAUX 

s.faux@serma.com 0609716302 2 rue Jouanet, 35700 Rennes https://www.serma-

safety-security.com/ 

SODIFRANCE Hervé 

TROALIC 

htroalic@sodifrance.fr 0634115933 Par  d’a ti ité « La Brétèche » 

35768 Saint-Grégoire 

www.sodifrance.fr 

SOPRA-STERIA Jean-Luc 

Gibernon 

jean-

luc.gibernon@soprasteria.com 
0681278652 12 rue Léo Lagrange, 35131 

Chartres-de-Bretagne 

https://www.soprasteria.

com 

SYNACKTIV Renaud Feil contact@synacktiv.com 0145797475 5 rue Sextius Michel 75015 

PARIS 

www.synacktiv.fr 

SYSDREAM Tony 

COURTEL 

Sébastien LE 

DE 

t.courtel@sysdream.com  

s.lede@sysdream.com  
0608719414 

0178768941 

14 place Marie Jeanne Bassot 

92300 Levallois-Perret 

www.sysdream.com  

THALES Laurent 

MARECHAL 

laurent.marechal@thalesgrou

p.com 
0173322364 20-22 rue Grange Dame Rose 

CS 90519 78141 VELIZY 

https://www.thalesgroup

.com/fr/france 

TRIALOG Antonio Kung Antonio.kung@trialog.com 0144706100 25 rue du Général Foy 75008 

Paris 

www.trialog.com 

  

  

mailto:Nicolas.guilloux@provadys.com
mailto:Nicolas.guilloux@provadys.com
https://www.provadys.com/
https://www.provadys.com/
mailto:pascal.montel@sec-it-solutions.fr
mailto:pascal.montel@sec-it-solutions.fr
http://www.sec-it-solutions.fr/
mailto:consultation@sector-group.net
mailto:consultation@sector-group.net
http://www.sector-group.net/
mailto:claude.giraud@secure-ic.com
http://www.secure-ic.com/
mailto:s.faux@serma.com
https://www.serma-safety-security.com/
https://www.serma-safety-security.com/
mailto:htroalic@sodifrance.fr
http://www.sodifrance.fr/
mailto:jean-luc.gibernon@soprasteria.com
mailto:jean-luc.gibernon@soprasteria.com
https://www.soprasteria.com/
https://www.soprasteria.com/
mailto:contact@synacktiv.com
http://www.synacktiv.fr/
mailto:t.courtel@sysdream.com
mailto:s.lede@sysdream.com
http://www.sysdream.com/
mailto:laurent.marechal@thalesgroup.com
mailto:laurent.marechal@thalesgroup.com
https://www.thalesgroup.com/fr/france
https://www.thalesgroup.com/fr/france
mailto:Antonio.kung@trialog.com
http://www.trialog.com/
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ACCEIS X X    X X X X   X              

AIRBUS 
CYBERSECURITE 

X X  X   X X X X X X X X X X X X        

AKERVA  X  X  X X X X  X X X¹ X¹ X¹ X¹ X¹ X¹     X X X 

AMOSSYS  X  X X X X X X  X X X X X X X X X X X X X X X 

ARMATURE 

TECH 
      X X X  X X X¹ X¹ X¹ X¹ X¹         

ATEXIO  X X   X X X X X X               

ATOS X X X X X X X X X X X X X X X X X X     X X X 

AVIXA X X     X X  X                

BERTIN       X X X  X X           X X X 

BLOO CONSEIL  X  X     X  X X           X X  

CGI X X X X X X X X X X X X X X X X X X     X X X 

CoESSI X    X X X X X   X X¹ X¹   X¹ X¹  X      

CONSCIO X                         

DELOITTE X X X X X X X X X X X X X X X X  X     X X X 

DIGITAL 

SECURITY 
X X X X X X X X X X X X X X X X X X     X X X 

FORMIND X X X X X X X X X X  X X¹ X¹ X¹ X¹ X¹ X¹     X X X 

INRIA            X              

KEREVAL      X X    X X X X  X X      X X X 

LORCYBER  X X    X X X X X            X   

OPPIDA X      X X X  X X X X X X X X X X X X X X X 

ORANGE X X X X X X X X X X X X X X X X X X        

PRADEO                       X   

PROVADYS X X X   X X X X X X  X X X X X X        

SEC-IT  X   X X X X X X X X X X X   X        

SECTOR  X X   X X X X X                

SECURE-IC X X  X X X X  X  X X           X X  

SERMA X X X X X X X X X X X X X¹ X¹ X¹ X¹ X¹ X¹ X X X X X X X 

SODIFRANCE  X  X X X X X X   X X X X X X X        

SOPRA-STERIA       X X X X X X X X X X X X     X X X 

SYNACKTIV X     X       X X X X X X  X X     

SYSDREAM X X   X X X     X X X X X X X        

THALES X X X X X X X X X X X X X X X X X X X X X X X X X 

TRIALOG  X  X X  X  X  X X           X X X 

For audit services:  X¹ indicates that PASSI certification is in progress.  
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5 CyberLab Catalogue – details of services and approximate costs 
The service catalogue lists a series of services which have been defined as relevant for projects 

connected with smart cities. This list is not exhaustive and may evolve according to the needs of 

projects and the offers of the providers who carry out these services.  

The cost and duration of the services which figure in the tables below are the minimum, average and 

maximum values from all replies received from providers who responded to the call for expression of 

interest at the end of 2017.  

The costs mentioned (min, average and max) are approximate costs to enable project teams to pre-

budget the services when planning the finances of a project, as, of course, the real price of a service 

will be defined by the provider when he or she is approached by project teams and based on detailed 

specifications or a precise quotation request. 

Similarly, service duration (min, ave, max) is indicated for information only, as, of course, the real 

duration of a service will be defined by the provider when he or she is approached by project teams 

and based on detailed specifications or a precise quotation request. 

5.1 Training services 

TRAINING 

Title Description For whom Duration in days* Approx. costs K € 
excluding VAT* 

Min Ave Max Min Ave Max 

Raising 

awareness of 

smart cities 

threats 

Smart cities are Critical National 

Infrastructures (CNI). The aims of 

this training course are: 

Understanding and assimilating the 

challenges and risks of cyber-

attacks, the French and European 

directives on CNIs and data 

protection (GDPR), the architecture 

model and risk impact levels of 

smart cities defined by the ENISA 

(European Union Agency for 

Network and Information Security) 

Project managers, 

developers, 

architects, 

operators, managers 

 

0,5 1 5 1 5 31 

Managing 

cybersecurity 

in projects 

Acquiring the fundamentals of 

project cybersecurity management: 

risk analysis and management; 

security models; security policy; 

legal aspects; respecting directives; 

certifications and regulations (ISO, 

… . 

Project managers 1 2 4 0,6 7 36 

Crisis and 

service 

continuity 

management  

Understanding and assimilating 

different cyber crises and their 

impact; defining appropriate 

responses; setting up different 

phases of treatment; drawing up a 

crisis communication plan; defining 

a business continuity and disaster 

recovery plan. 

Project managers, 

operators, managers 

1 2 4 0,7 10 36 
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Cybersecurity 

solution 

engineering 

Mastering the engineering of 

architecture, products or security 

solutions based on secure material, 

network and software components; 

managing the life cycle security of 

components, software, products 

and solutions. 

Architects, 

developers, 

integrators 

1 3 6 1 10 41 

Security of 

mobile 

applications 

and connected 

objects 

Understanding and assimilating the 

challenges and technologies for 

securing connected objects and 

their associated communication 

networks (iOS, Android). 

 

Architects, 

developers 

1 3 6 1 9 41 

Secure 

programming 

for 

developers 

Assimilating good firmware and 

development practices in order to 

create applications which have as 

few flaws as possible and are more 

resilient to cyber-attacks. 

Developers 

 

1 3 6 1 6 

 

41 

* Costs and duration given for information purposes only, with no contractual obligation.  

5.2 Consultancy services 

CONSULTANCY 

Title Description For whom Duration in days* Appro . osts K € 
excluding VAT* 

Min Ave Max Min Ave Max 

Risk analysis  Identification, evaluation and 

prioritization of cyber-risks and 

their impact.  

Projects, 

organizations 

1 17 60 2 17 70 

Cybersecurity 

policy 

Definition and implementation 

of a cybersecurity policy and 

development of its associated 

investment plan. 

Projects, 

organizations 

3 15 60 1 14 52 

Cyber 

working 

group  

Leading a working group on 

cybersecurity to, for example: 

raise team awareness, define 

objectives or an action 

plan...etc. 

Projects, 

organizations 

1 3 10 0,7 5 20 

Crisis 

management 

What to do in case of crisis: 

setting up a crisis unit, defining 

priorities, communication 

strategies, crisis management 

processes, disaster recovery 

plan (DRP). 

Organizations 2 22 120 2 21 90 

Test plan Definition of a functional test 

plan to specify what should be 

tested and how. 

Products, 

solutions, 

software 

1 13 

 

50 1,5 11 30 

Security 

architecture 

Designing secure architecture 

and structuring technical and 

technological choices. 

Products, 

solutions, 

software 

3 18 60 2,1 17 70 

* Costs and duration given for information purposes only, with no contractual obligation.  
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5.3 Auditing services 

For these auditing services, clients should check that the provider selected has the PASSI certification 

– information system security audit provider status, issued by the ANSSI (the French national 

information system security agency). 

AUDITING 

Title Description For whom Duration in days* Appro . osts K € 
excluding VAT* 

Min Ave Max Min Ave Max 

Preliminary 

audit  

Flash audit of a system or a 

solution for a pre-diagnostic 

study of potential cyber 

vulnerabilities. 

Projects, products, 

solutions, 

software 

1 5 20 0,7 6 20 

Security audit 

and tests  

Evaluation of strengths and 

potential vulnerabilities with 

regard to a risk analysis and 

benchmark. 

Recommendations for 

eliminating vulnerabilities.   

Products, 

solutions, 

software 

2 11 30 1,5 12 40 

Source code 

audit 

Exhaustive analysis of the 

code of an application or 

piece of software to detect 

possible vulnerabilities. 

Report and proposal for 

corrective action. 

Applications, 

software 

1 12 60 2 12,5 60 

Configuration 

audit  

Verification of the 

configuration of systems, 

solutions and applications 

with regard to security rules. 

Report and proposal for 

corrective action. 

Solutions, 

systems, 

applications 

1 7 20 0,8 7,5 20 

Architecture 

audit  

Verification of the design of 

architecture, a system or a 

solution with regard to 

security rules. Report and 

proposal for corrective 

action. 

 

Systems, solutions 1 7 20 2 8,5 25 

Organizational 

and physical 

audit 

Identification of security 

vulnerabilities related to the 

operating or administration 

processes of a 

system/solution as well as to 

physical access to facilities or 

systems. 

Systems, 

solutions, 

installations 

1 10 20 2 10 28 

* Costs and duration given for information purposes only, with no contractual obligation.  
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5.4 Certification services 

For these certification services, clients should check that the provider selected is ANSSI approved or 

certified (ITSEF – Information Technology Security Evaluation Facility; CSPN – French level 1 security 

certification; ISO 15408-CC – Common Criteria). 

CERTIFICATION 

Title Description For whom Duration in days* Appro . osts K € 
excluding VAT* 

Min Ave Max Min Ave Max 

Self-

certification 

Supporting the company or 

organisation to define and set 

up self-evaluation processes on 

the conformity of a system, 

produ t, solutio  … to se urit  
rules. 

Team, 

Projects, products, 

Solutions, 

applications 

2 18 50 1 18 62,5 

CSPN pre-

audit  

Preliminary evaluation of a 

product for a future level 1 

ANSSI: CSPN certification. 

Products 5 14 30 4 11 21 

Level 1 

evaluation/ 

certification 

(CSPN) 

Level 1 ANSSI, CSPN evaluation 

and certification of a product.  

Products 25 38 60 20 35 61 

Evaluation/Ce

rtification (CC 

– EAL 1 to 7) 

Verification and certification of 

a product to the ISO 15408 

norm.  

Products 50 129 360 35 115 300 

* Costs and duration given for information purposes only, with no contractual obligation.  

5.5 Testing services 

TEST 

Title Description For whom Duration in days* Appro . osts K € 
excluding VAT* 

Min Ave Max Min Ave Max 

Preliminary 

security tests  

Security tests according to 

the previously defined test 

plan.  

Solutions, 

products, 

applications 

1 9 40 1,5 10,5 100 

Functional tests Functional security tests 

according to the previously 

defined test plan.  

Solutions, 

products, 

applications 

1 12 45 2 12 

 

100 

Interoperability 

tests  

Interoperability tests with 

the environment in which 

the solution or products has 

to interface. 

Solutions, 

products, 

applications 

1 12 40 2 13 100 

* Costs and duration given for information purposes only, with no contractual obligation.  

6 Advantages of the catalogue for smart cities projects  
The i trodu tio  of erse urit  ithi  proje ts affords a  ad a tages for the s art cities and 

digital mobility  se tor of i dustr : 

- Digital trust established between clients, suppliers, users and the companies which market the 

products, solutions and applications generated by projects.  

- A competitive advantage for these companies, who will have a major way of distinguishing 

themselves from their competitors.  
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- Cost reduction. In the event of a cyber-attack, maintenance, support, crisis management and 

possibly penalty costs will be lower or nil for cyber-resilient products and solutions. 

- Sector development. This catalogue will allow the creation of synergies and interactions 

et ee  the s art cities  a d erse urit  se tors. 

7 Which services to choose for which project? 
The answer to this question is complex, because it depends on the type of project, product, solution 

or application developed in the project and its life cycle. 

The Pôle Images&Réseaux, which is responsible for supporting projects, put forward suggestions for 

project managers on the services which are most suited to their projects; it is up to the projects to 

budget, to select these provisions of service at the finance planning stage of projects and to contact 

the pro iders dire tl . The e pert group is supported i  this issio   the Pôle d’E elle e C er. 

7.1 Life cycle and cybersecurity policy 

Cybersecurity does not concern only the development phase of a product or a project. It is, of course, 

er  i porta t to i lude er  default a d  desig  fro  the desig  stage, ut all the other 
phases of a product's or a project's life cycle (production, operation, maintenance) are equally 

important from the cybersecurity point of view. 

A global cybersecurity policy with evaluation of risks and their consequences must be set up, and this 

for each phase of the life cycle. For example, one can draw on the erse urit  fra e ork  for 
critical infrastructure set out by the American National Institute of Standards and Technology (NIST) 

to define a risk analysis and a cybersecurity policy for each phase of the life cycle with a service 

provider. 

 

Life cycle and cyber 

 

7.2 The ENISA architecture model – cybersecurity and smart city 

Apart from a risk analysis and cybersecurity policy service, what other services can be chosen for the 

development, production, operation and maintenance of a product, solution or application?  

https://www.nist.gov/document-3766
https://www.nist.gov/document-3766
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That depends on the positioning of a product, solution or application in the architecture of a smart 

city. To help us in our thinking, we can draw on an architecture model devised by ENISA (European 

Union Agency for Network & Information Security) – Cyber Security for Smart Cities. 

Of course, this model is focussed mainly on the domain of transport and digital mobility, but it can 

easily be extrapolated to other sectors of activity, and it helps us to evaluate the risk impact level of 

an application or a solution and thus suggest cyber services which can be used 

 

Smart city architecture model – transport sector 

 

At the foot of the model, we find 'field components', in other words sensors, connected objects, 

cameras... etc. For these components, the risk impact level should be evaluated according to the 

object's localisation, and especially its purpose in the global solution. For example, a public security 

protection video camera, or a pacemaker connected to a medical monitoring centre will have a much 

higher risk impact level than a simple vehicle counting sensor on a public road. 

The same applies for data transmission and communication networks. A communication-based train 

control network (CBTC) will be extremely critical compared to a WiFi network for passengers. 

All data processing functions and business applications are in principal critical, even highly critical, if 

they are pooled and centralised in a cloud. 

The risk impact level of data exchanges can vary according to the nature and destination of the data. 

Simple bus timetable information for the general public is of course less critical than localisation 

information used to manage and monitor traffic. However, the new regulation data protection 

regulation (GDPR) does need to be respected. 

The following table summarises Auditing and Certification service recommendations according to the 

risk impact level of the solution, product or application which needs to be cyber-protected. This table 

https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport
https://www.enisa.europa.eu/publications/smart-cities-architecture-model/at_download/fullReport
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is for information only. Each project will be subject to a risk analysis (Consulting service) in order to 

evaluate the suggested services more accurately. 

 

Service provision with risk impact levels   

8 Conclusions 
CyberLab is a catalogue of services designed to help company teams developing 'Smart City and 

digital Mobility' solutions, products or applications to include cybersecurity in their projects from the 

design stage. 

For more information, or any suggestions, contact: Thierry SENS, from the cyber excellence Centre. Email : 

dev-industriel@pole-excellence-cyber.org  – Telephone : +33 2 23 06 10 36 

Thierry Sens is currently industrial development manager at the Pôle d’E ellen e C er in Rennes. He has a great deal of experience 

and expertise in technology, communication systems and networks and their cybersecurity. In the past, he has worked for Nokia, 

Alcatel-Lucent, Philips Consumer Electronics, CS Telecom, TRT and Radiotechnique Compelec. He has an engineering degree from 

ESIEE and studied at the University of Essex in England.  

9 Recommended publications  

 ENISA - Cyber security for Smart Cities - An architecture model 

 Securing Smart Cities – Cloud Security Alliance – Cyber Security Guidelines for Smart City 

Technology Adoption 

 NIST Framework for Improving Critical Infrastructure Cybersecurity 

 Chapter 4 of the 2013 military programmation law on the protection of essential 

infrastructure in France – section 22 

 European directive Network & Information Security (NIS) 

 European directive General Data Protection Regulation (GDPR) – GDPR article 25 
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